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About this Guide 

Many customers rely on a bastion host in a public-facing subnet to access and manage 

servers inside an Amazon Virtual Private Cloud (Amazon VPC) network. With this 

approach, customers are required to open the management port to the internet which 

introduces security risks. 

This guide provides instructions to set up secured server remote access sessions with 

multi-factor authentication (MFA) using AWS Systems Manager Session Manager and 

AWS Single Sign-On. This architecture helps to eliminate the risks and reduce attack 

surfaces associated with the bastion host approach.  

The intended audiences for this guide are system administrators, security architects, 

and solution architects. 
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Overview 

Typically, customers use a bastion host in a public-facing subnet to access and manage 

servers inside an Amazon Virtual Private Cloud (Amazon VPC) network. This case is 

especially used when production servers are located in the private subnet without direct 

access to the internet.  

 

Figure 1: Typical Bastion host setup to access and manage servers inside an Amazon VPC 

With the Bastion host approach, there are several challenges: 

• A public security group allows access from 0.0.0.0. (internet) to bastion host 

public IP port 22 (SSH).You are required to open this management port to the 

internet (such as port 22 for SSH or 3389 for RDP).  

• You need to manage the availability of the bastion server itself. 

• You need to manage your users’ access and permission to access the bastion 

server itself. 

• No multi-factor authentication (MFA) protection exists for the bastion host in the 

public subnet. 
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This guide shows how AWS helps you isolate server remote access sessions through 

AWS Systems Manager Session Manager. AWS Systems Manager Session Manager 

can provide secure remote access for the user to manage their servers. You can 

eliminate opening the management port to the internet and preparing and managing the 

Bastion host. 

By integrating Session Manager with AWS Single Sign-On (AWS SSO), you can 

provide centralized user management to segregate the user permission into groups of 

users. With AWS SSO, you can also control the authorization based on tagging and 

user group (e.g., Dev and Prod server access separation). AWS SSO also enables you 

to increase security by enabling multi-factor authentication (MFA) with authenticator 

applications. 

In this guide, you complete the following steps: 

1. Set up AWS Single Sign-on 

1. Set up AWS Systems Manager 

2. Test your configuration 

3. (Optional) Configure AWS Systems Manager Session Manager to manage on-

premises servers 

4. Clean up 

About AWS Systems Manager Session Manager 

As a fully managed service, Systems Manager Session Manager can help you access 

and manage EC2 instances and/or on-premises servers through a browser-based shell 

or AWS Command Line Interface (AWS CLI). Session Manager eliminates the need to 

maintain bastion hosts open inbound ports or SSH keys. Additional benefits of Session 

Manager include: 

• Centralized access control using AWS Identity and Access Management (IAM) 

policies 

• One-click access to the instance through the AWS Management Console or 

AWS CLI 

• Port forwarding capability 

• Cross-platform support for both Windows and Linux 

https://aws.amazon.com/systems-manager/
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/cli/
https://aws.amazon.com/console/
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• Logging and auditing session activity. Session Manager can be integrated with 

AWS CloudTrail, AWS CloudWatch Logs, Amazon Simple Storage Service 

(Amazon S3), and the combination of Amazon CloudWatch Events and 

Amazon Simple Notification Service (Amazon SNS). 

This document walks you through integrating AWS Systems Manager Session Manager 

with AWS SSO to enable centralized sign-in with multi-factor (MFA) authentication 

capability. 

About AWS Single Sign-On (AWS SSO) 

AWS Single Sign-On can manage centralized access to multiple AWS accounts or 

numerous business applications; while providing a seamless single sign-on experience 

for all the users. AWS SSO can be integrated with Identity Providers such as Microsoft 

Active Directory (both AWS Managed Microsoft AD Directory or on-premises AD 

server), Okta Universal Directory, Azure Active Directory (Azure AD), or another 

supported IdP. 

AWS SSO can be enabled in the AWS Organization, which can consolidate multiple 

AWS accounts under the same management domain. AWS SSO has built Multi-Factor 

Authentication capability. AWS SSO is available at no additional cost. 

Before you begin 

To follow along with this guide, make sure you have the following prerequisites in place: 

• Active AWS Account (a stand-alone account that has not been managed under 

the existing AWS Organization). See How do I create and activate a new AWS 

account? for detail steps. 

• IAM user with AdministratorAccess policy. All of the configuration steps 

demonstrated in this guide are completed using this IAM user unless stated 

otherwise. See Creating an administrator IAM user and group (console) for 

detail steps. 

• Two Amazon EC2 instances (Amazon Linux 2) in a private subnet. Ensure both 

instances have internet connectivity (NAT gateway, located in the public 

subnet). For instructions, see Creating a VPC with Public and Private Subnets 

for Your Clusters and Get started with Amazon EC2 Linux instances. 

https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/sns/
https://aws.amazon.com/directoryservice/active-directory/
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://aws.amazon.com/organizations/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-public-private-vpc.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-public-private-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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• If you use a different OS version other than Amazon Linux, Amazon Linux 2, or 

Ubuntu Linux (version 16.04 or 18.04), make sure that you have SSM Agent 

installed and running. For details, see Installing and configuring SSM Agent on 

EC2 instances for Linux . 

For this guide, add the following tags to your Amazon EC2 instances: 

Table 1 - EC2 Required Tags 

Instance Key Value 

Instance 1 Name dev-server01 

project Development 

Instance 2 Name prod-server01 

project Production 

• Create an Amazon CloudWatch Log Group to store Session Manager logging. 

In this guide, the Log Group is named SessionManagerLogGroup. 

• Create an Amazon S3 bucket to store Session Manager logging. In this guide, 

the S3 bucket is named session-manager-log-bucket123. (Your S3 bucket 

must be unique. For more information about S3 bucket naming, see Bucket 

restrictions and limitations documentation. 

• A mobile phone with an authenticator application, such as Authy, as MFA 

device to generate authentication codes. 

Architectural overview 

The following diagram illustrates the architecture you set up in this guide. For 

descriptions, see the following table. 

https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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Figure 2 - Architecture diagram for integrating AWS SSO with AWS SSM Session Manager 

See following callouts describe this architecture: 

Callout Description 

1 AWS SSO is used as the Identity Provider (IdP) for centralized management of 
users/groups. You can use this architecture with other IdPs, such as Microsoft 
Active Directory. 

2 User must supply the MFA token upon signing in. Users can manage MFA 
devices by themselves and they can use third-party MFA tokens such as Authy. 

3 The users’ permission is limited to access Session Manager only; no other AWS 
services are accessible from within the console (exception only to list all EC2 
instances). In a real-life scenario, you can modify the configuration to give access 
to more AWS services. 

4 Some users have privileges to manage Production servers, whereas others only 
have access Development servers. Access segregation is based on resource 
tags. This guide uses project tags attached to all EC2 instances with possible 
Development or Production values. 

5 Session Manager stores all the session logs in Amazon CloudWatch Logs and a 
designated Amazon S3 bucket. 
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Costs 

The total cost of setting up remote access with AWS Systems Manager and AWS SSO 

varies depending on your needs and configuration, in particular these factors: 

• Size of logs generated from each of your user sessions stored in S3 bucket and 

CloudWatch Logs. 

• Number of on-premises servers you manage as explained in (Optional) 

Configure Session Manager to manage on premises servers.  

• Number and duration of configuration tests 

If you use the resources described in the implementation guide for 2 hours, your cost 

will be less than $1. This excludes the cost of configuring an on-premises server. This 

estimate assumes that you generate less than 10 KB of session logs in an Amazon S3 

bucket and send less than 10 KB of data to Amazon CloudWatch Logs through Session 

Manager testing.  

Walkthrough 

In the following sections, you set up AWS SSO and AWS Systems Manager Session 

Manager, then test your configuration. 

Set up AWS Single Sign-on 

Enable AWS Single Sign-On 

Note: AWS SSO is available in select AWS Regions. To check Region 
availability, see the AWS Regional Services List. 

If your AWS account is a member of an existing AWS Organization, you 
cannot enable AWS Single Sign-On. This scenario is only applicable for 
the stand-alone account or the management account of an existing AWS 
Organization. 

You can enable AWS Single Sign-On in one Region only. The following 
message appears when you try to enable AWS SSO in multiple Regions. 

https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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Figure 3 - Notification when you try to enable AWS SSO in multiple Regions 

Complete the following steps to enable AWS SSO: 

1. Open the AWS SSO console and choose Enable AWS SSO. 

 

Figure 4 - AWS Single Sign-On home page 

2. Choose Create AWS organization. 

https://console.aws.amazon.com/singlesignon/home
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Figure 5 - Menu to create AWS Organization as prerequisite to enable AWS SSO 

The Welcome to AWS Single-Sign On page appears once AWS SSO is enabled. At 

this point, you have fully working AWS Single Sign-On with default AWS SSO as an 

identity source. The User portal section of the page displays your user portal URL. 

Keep note of this URL as you will need it during testing.  

 

Figure 6 - Notification when AWS SSO has been enabled successfully 
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Optionally, choose Customize to customize the user portal URL. 

Note: You can customize the URL once. After you have customized the 
URL, you cannot change it again. 

 

Figure 7 - Option to customize AWS SSO user portal URL 

Create the AWS SSO groups and users 

In this step, you create the following two user groups, each with one active user: 

Table 2 - AWS SSO groups and user 

SSO Group SSO User 

ProductionAccess testuser01 

DevelopmentAccess testuser02 

To create the user group, complete the following steps: 

1. In the left navigation pane of the AWS SSO console, choose Groups, then 

choose Create group. 

https://console.aws.amazon.com/singlesignon/home
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Figure 8 - Groups menu on AWS SSO console 

2. In the Create group dialog box, do the following: 

a. For Group name, type ProductionAccess. 

b. For Description, type This user group can manage all production servers. 

 

Figure 9 - Group creation dialog box 

3. Choose Create 

4. Choose Create group and in the Create group dialog box, specify these 

details to add your second group: 

a.  For Group name, type DevelopmentAccess. 

b. For Description, type This user group can manage all development servers. 
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Figure 10 - AWS SSO Groups page showing newly created groups 

Next, create the users for your groups. 

5. In the left navigation pane of the AWS SSO console, choose Users, then 

choose Add user. 

 

Figure 11 – Add user in AWS SSO console 

6. On the Add user page, for User details, specify these details: 

a. For Username, type testuser01. 

b. For Password, choose Send an email to the user with password setup 

instructions. 

c. For Email address, type a valid email address. 

d. For First name, type Test. 

e. For Last name, type User01. 

f. For Display name, type Test User01. 

https://console.aws.amazon.com/singlesignon/home
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Figure 12 - User details for first user 

7. Choose Next: Groups. 

8. Select the ProductionAccess group and choose Add user. 

 

Figure 13 - User to group assignment option 
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9. On the Users page, choose Add user again to add your second user. 

10. On the Add user page, for User details, specify these details: 

a. For Username, type testuser02. 

b. For Password, choose Send an email to the user with password setup 

instructions. 

c. For Email address, type a valid email address. 

d. For First name, type Test 

e. For Last name, type User02. 

f. For Display name, type Test User02. 

11.  Choose Next: Groups. 

12. Select the DevelopmentAccess group and choose Add user. 

On the Users page, you should now see two users listed.  

 

Figure 14 - AWS SSO Users menu with 2 newly created users 

Because you choose to send the password setup instruction, each user must complete 

the user registration sent by AWS Single Sign-On through email.  
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Figure 15 - Example invitation email to join AWS Single Sign-On 

Choose Accept invitation to activate the AWS SSO user portal account. As part of the 

activation process, you are prompted to set a new password and then log in to the User 

Portal. At this point, the AWS SSO User Port does not display any accounts or services. 

In the next section, you grant AWS SSO access to your AWS account. 

Grant access to AWS account 

Using AWS SSO, you can grant access to the users to access and manage all AWS 

accounts under the same AWS Organization. In this guide, you only use one active 

account. You will configure your user groups to manage this current account, 

specifically only to access AWS Systems Manager Session Manager. 
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First, create your Permission sets.  

1. In the left navigation pane of the AWS SSO console, choose AWS accounts. 

2. Choose the Permission sets tab. Then, choose Create permission set. 

 

Figure 16 - Permission sets settings in the AWS Accounts menu 

3. In the Create new permission set type page, select Create a custom 

permission set and choose Next: Detail. 

 

Figure 17 - First step of Permission set creation wizard with custom permission set being 

selected 

4. On the Create new permission set Details page, do the following: 

a. For Name, type ProductionPermissionSet 

b. For Description, type Permission set to access Session Manager limited to 

all instances with project tag = Production. 

https://console.aws.amazon.com/singlesignon/home
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c. Keep the default options for Session duration and Relay state. 

d. Select the option for Create a custom permissions policy. 

 

Figure 18 - Second step of Permission set creation wizard to define name, description, session 

duration, and custom permission policy 
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e. In the Create a custom permission policy editor, copy and paste the 

following code: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:DescribeSessions", 

                "ssm:DescribeInstanceProperties", 

                "ec2:DescribeInstances", 

                "ssm:GetConnectionStatus" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:StartSession" 

            ], 

            "Resource": [ 

                "arn:aws:ec2:*:*:instance/*" 

            ], 

            "Condition": { 

                "StringLike": { 

                    "ssm:resourceTag/project": [ 

                        "Production" 

                    ] 

                } 

            } 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:TerminateSession" 

            ], 

            "Resource": [ 

                "arn:aws:ssm:*:*:session/${aws:username}-*" 

            ] 

        } 

    ] 

} 

5. Choose Next: Tags. 

6. On the Tags page, create the following tag: 

a. For Key, type Name. 

b. For Value, type ProductionAccess. 

7. Choose Next: Review 
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Figure 19 - Third step of Permission set creation wizard to define Name tag  

8. On the Review page, verify your selections and choose Create. 

 

Figure 20 - Final step of Permission set creation wizard for review purpose  

9. Repeat Step 1 through Step 8 to add a second permission set with the following 

attributes: 
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• Name: DevelopmentPermissionSet 

• Description: Permission set to access Session Manager limited to all instances 

with project tag = Development 

• Custom Permission Policy: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:DescribeSessions", 

                "ssm:DescribeInstanceProperties", 

                "ec2:DescribeInstances", 

                "ssm:GetConnectionStatus" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:StartSession" 

            ], 

            "Resource": [ 

                "arn:aws:ec2:*:*:instance/*" 

            ], 

            "Condition": { 

                "StringLike": { 

                    "ssm:resourceTag/project": [ 

                        "Development" 

                    ] 

                } 

            } 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:TerminateSession" 

            ], 

            "Resource": [ 

                "arn:aws:ssm:*:*:session/${aws:username}-*" 

            ] 

        } 

    ] 

} 



Amazon Web Services Securing Remote Access with Multi-Factor Authentication 

 20 

• Tags: Key=Name and Value=DevelopmentAccess. 

On the Permissions sets tab of your AWS Accounts page, you should see two 

permissions sets: ProductionPermissionSet and DevelopmentPermissionsSet. 

 

Figure 21 - AWS Accounts menu with 2 newly created Permission sets 

Note: The two permission sets you just created only allow users to access 
EC2 instances. If you plan to provide remote access to on-premises 
servers, see the (Optional) Configuring Systems Manager Session 
Manager to manage on-premises servers section for steps. 

After creating two Permission sets, now complete the following steps to grant your 

AWS Account access to your user group with the appropriate permission sets. 

1. In the left navigation pane of the AWS SSO console, choose AWS accounts 

and choose your account. 

 

 Figure 22 - AWS accounts menu on AWS SSO console 

https://console.aws.amazon.com/singlesignon/home
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2. On the account detail page, choose Assign users. 

 

Figure 23 - Menu to assign users inside AWS account detail 

3. On the Assign Users page, choose the Groups tab, and then select the 

ProductionAccess group. Choose Next: Permission sets. 
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Figure 24 - Groups selection that you want to give SSO access to 

4. On the Permissions sets page, select the ProductionPermissionSet and 

choose Finish.  

 

Figure 25 - Permission sets selection that you want to give to user/group 

Wait while your AWS account is configured with the permission set.  
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Figure 26 - Notification when AWS SSO in the progress configuring the account  

Optionally, choose Show details to see all the processes that happen in the 

background. 

 

Figure 27 - Notification when AWS account has been configured successfully for the user/group 

to access it 

5. Repeat Step 1 through Step 4 to assign the DevelopmentPermissionSet to 

the DevelopmentAccess group. 

Once completed, your AWS account shows two user groups on the account detail page: 

ProductionAccess and DevelopmentAccess: 
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Figure 38 - Account detail page with assigned user groups  

At this point, if you refresh the AWS SSO User Portal, you can see the AWS account 

you just configured with permissions. 

 

Figure 39 - User portal with AWS Accounts that has been granted to the active user 

Enable Multi-Factor Authentication 

As the account administrator, you can configure AWS SSO to enforce multi-factor 

authentication (MFA) usage for all users. To enable MFA for all users, follow these 

steps: 

1. In the left navigation pane of the AWS SSO console, choose Settings. In the 

Multifactor authentication section, choose Configure. 

https://console.aws.amazon.com/singlesignon/home
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Figure 28 - AWS SSO Settings menu has Multi-factor authentication section  

2. On the Configure multi-factor authentication page, make the following 

selections: 

a. For Users should be prompted for MFA, choose Every time they sign in 

(always-on). 

b. For Users can authenticate with these MFA types, choose Authenticator 

apps. 

c. For If a user does not yet have a registered MFA device, choose 

Require them to provide a one-time password sent by email to sign in. 

With this option, the wser must enter the one-time password after signing in. 

Note: The option Block their sign-in is only used if the administrator 
manages the MFA device activation. 

3. Choose Save changes. 
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Figure 29 - Available settings for multi-factor authentication 
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Figure 30 - Example display when we enable one-time password via email for user without MFA 

device 

Register the MFA device 

As the user, follow these steps to register the MFA device: 

1. On the top navigation bar of your AWS SSO user portal, choose MFA 

devices, and then choose Register device. 

 

Figure 31 - MFA devices menu in the user portal 

2. On the Multi-factor authentication (MFA) page, choose Show QR code. 
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Figure 32 - MFA device setup process with link to display QR Code  

3. Scan the QR code using your phone authentication application to generate the 

six-digit authenticator code. Type this code in the Authenticator code field. 
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Figure 33 - After scanning QR code, input authenticator code  

4. Choose Assign MFA. 

5. On the Authenticator app registered confirmation dialog box, choose Done.  
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Figure 34 - Notification when MFA device registration completed successfully 

6. On the Multi-factor authentication (MFA) devices page, test your MFA. Choose 

Sign out.  

 

Figure 35 - New device has been listed in the MFA device menu  

7. On the Sign in page, type your password and choose Sign in.  
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Figure 36 - User password prompt during SSO login 

After you choose Sign in, you should be prompted to enter your six-digit MFA code.  
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Figure 37 - MFA page prompted after user login  

Set up AWS Systems Manager Session Manager 

In this section, you set up AWS Systems Manager to enable Session Manager 

capability. Complete the following steps to enable Systems Manager: 

Create AWS Systems Manager Host Management configuration 

1. Open the Systems Manager console and choose Get Started with Systems 

Manager. 

https://console.aws.amazon.com/systems-manager/home
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Figure 38 - Default Systems Manager page 

2. On the AWS Quick Setup page, choose Get started. 

 

Figure 39 - AWS Quick Setup default page 

3. On the Quick Setup page, choose Create. 
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Figure 40 - No configuration created by default in the Quick Setup page 

4. On the Choose a configuration type page, choose Host Management and 

then choose Next.  

 

Figure 41 - Configuration type options for Systems Manager Quick Setup 

5. On the Customize Host Management configuration options page, make the 

following selections: 

d. For Configuration options, keep the default settings. 

e. In the Targets section, select Current account and Current Region. Keep 

the default target instance setting of All instances. 
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Figure 42 - Customization available for Host Management configuration options 

6. Choose Create. 

 

Figure 43 - Summary of Quick Setup actions with Create button 

A confirmation message appears once the setup is updated.  
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Figure 59 - Notification when Quick Setup has been updated successfully 

Behind the scenes, Systems Manager runs several activities during the quick setup 

process: 

• Creates four AWS Identity and Access Management (IAM) roles: 

o AmazonSSMRoleForInstancesQuickSetup 

o AWS-QuickSetup-SSM-RoleForEnabling Explorer 

o AWSServiceRoleForAmazonSSM 

o AWS-QuickSetup-HostMgmtRole-<Region>-<GUID> (Region and GUID are 

specific to your account) 

 

Figure 44 - IAM Roles related for SSM Quick Setup 

 

Figure 45 - IAM Role for Host Management has dynamic values (Region and GUID) in the name 
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• Creates six AWS Systems Manager State Manager associations with the 

naming format AWS-QuickSetup-SSMHostMgmt-<TaskName>-<GUID>. See 

the following table for descriptions of each of these associations. 

 

Figure 46 - AWS SSM State Manager with 6 newly created associations 

Association Description 

AWS-QuickSetup-SSMHostMgmt-

AttachIAMToInstance-<GUID> 

Checks that all EC2 instances have the correct IAM 

role attached. For instances that do not have an IAM 

profile attached by default, the 

AmazonSSMRoleForInstancesQuickSetup is 

attached. 

AWS-QuickSetup-SSMHostMgmt-

UpdateSSMAgent-<GUID> 

Checks that all the Systems Manager agents already 

use the latest update. 

AWS-QuickSetup-SSMHostMgmt-

CollectInventory-<GUID> 

Gathers inventory data.  

AWS-QuickSetup-SSMHostMgmt-

EnableExplorer-<GUID> 

Both associations function together as unified 

operations dashboard to enable Explorer.  

AWS-QuickSetup-SSM-

EnableExplorer 

AWS-QuickSetup-SSMHostMgmt-

ScanForPatches-<GUID> 

Performs a patch scan.  

 

You can check your existing EC2 instance and verify that the newly attached IAM role 

appears. On the Instances dashboard, choose the Security tab to view the attached 

role. 
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Figure 47 - An EC2 with AmazonSSMRoleForInstancesQuickSetup role attached 

The IAM Role lists the AmazonSSMRoleForInstanceQuickSetup that the Quick 

Setup process created. If the AmazonSSMRoleForInstanceQuickSetup role does not 

appear on the Security tab, you need to attach the role manually. (For steps, see Attach 

an IAM role to an instance.) Without this role, you cannot access your EC2 instance 

from Session Manager. 

On the Managed instances page of the AWS Systems Manager console, you can see 

all of your EC2 instances. 

 

Figure 48 - Managed instances menu contains all registered EC2 instances 

If you don’t see your EC2 instances on this page, check the following items: 

• Make sure that the Systems Manager Agent is installed and running. For 

details, see Checking SSM Agent status and starting the agent. 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
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• Ensure that the EC2 instance can access the Systems Manager endpoints via 

the public internet or VPC Endpoints. VPC Endpoints can be configured in an 

account that does not need internet access. For steps, see How do I create 

VPC endpoints so that I can use Systems Manager to manage private EC2 

instances without internet access?  

• Restart the instance. For steps, see Reboot your instance. 

Enable Session Manager logging 

Session Manager provides logging functionality that you can use to record and store all 

user session activity, including typed commands and outputs. You can also generate 

notifications of session activity in your AWS account with Amazon Simple Notification 

Service (Amazon SNS). These capabilities can be useful for audit purposes. 

Session Manager logs can be stored in an Amazon S3 bucket or streamed into Amazon 

CloudWatch Logs. To enable logging, you need to specify the Amazon S3 bucket and 

Amazon CloudWatch Log Group. 

1. In the left navigation pane of the AWS Systems Manager console, choose 

Session Manager. Then, choose the Preferences tab.  

Notice that, by default, Session Manager logging is disabled. When you enable 

logging, every user remote session (i.e., user typed commands and outputs) is 

captured and store in the designation location. 

2. Choose Edit. 

https://aws.amazon.com/premiumsupport/knowledge-center/ec2-systems-manager-vpc-endpoints/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-systems-manager-vpc-endpoints/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-systems-manager-vpc-endpoints/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-reboot.html
https://aws.amazon.com/sns
https://aws.amazon.com/sns
https://console.aws.amazon.com/systems-manager/home
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Figure 49 - Default Session Manager logging configuration is disabled 

3. In the CloudWatch logging section, for CloudWatch logging, choose Enable. 

For CloudWatch log group, choose Enter a log group in the text box and 

type SessionManagerLogGroup. 



Amazon Web Services Securing Remote Access with Multi-Factor Authentication 

 41 

 

Figure 50 - Menu to configure CloudWatch logging 

4. In the S3 logging section, for Send session logs to S3, choose Enable. For 

Choose S3 bucket, select the S3 bucket name from the list or manually specify 

the bucket name. Optionally, for S3 key prefix, specify a prefix to add to the 

logs. 

 

Figure 51 - Menu to configure S3 logging 

5. Choose Save. 
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Add permissions to IAM role 

To enable log delivery to both the CloudWatch Logs and the S3 bucket, you must add 

permissions to the AmazonSSMRoleForInstancesQuickSetup instance role you 

created in Create AWS Systems Manager Host Management configuration.  

Create a new IAM policy named SessionManagerLogPolicy and attach it to 

AmazonSSMRoleForInstancesQuickSetup role. The required permission for the 

SessionManagerLogPolicy is as follows: 

Note: Make sure to replace the YOUR_REGION, YOUR_ACCOUNT_ID, 

YOUR_BUCKET_NAME, and YOUR_LOG_GROUP with your information. 

{ 

    "Sid": "describeLogGroups", 

    "Effect": "Allow", 

    "Action": [ 

        "logs:DescribeLogGroups" 

    ], 

    "Resource": [ 

        "arn:aws:logs:<YOUR_REGION>:<YOUR_ACCOUNT_ID>:log-group:*" 

    ] 

}, 

{ 

    "Sid": "describeLogStreams", 

    "Effect": "Allow", 

    "Action": [ 

        "logs:DescribeLogStreams" 

    ], 

    "Resource": [ 

        "arn:aws:logs:<YOUR_REGION>:<YOUR_ACCOUNT_ID>:log-group:*:log-stream:*" 

    ] 

}, 

{ 

    "Sid": "createLogStream", 

    "Effect": "Allow", 

    "Action": [ 

        "logs:CreateLogStream", 

        "logs:PutRetentionPolicy" 

    ], 

    "Resource": [ 

        "arn:aws:logs:<YOUR_REGION>:<YOUR_ACCOUNT_ID>:log-

group:<YOUR_LOG_GROUP>:*" 

    ] 

}, 

{ 

    "Sid": "putEvents", 

    "Effect": "Allow", 

    "Action": [ 

        "logs:PutLogEvents", 

        "logs:GetLogEvents" 

    ], 

    "Resource": [ 
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        "arn:aws:logs:<YOUR_REGION>:<YOUR_ACCOUNT_ID>:log-

group:<YOUR_LOG_GROUP>:log-stream:*" 

    ] 

}, 

{ 

    "Sid": "listBucket", 

    "Effect": "Allow", 

    "Action": "s3:ListBucket", 

    "Resource": "arn:aws:s3:::<YOUR_BUCKET_NAME>" 

}, 

{ 

    "Sid": "putObject", 

    "Effect": "Allow", 

    "Action": "s3:PutObject", 

    "Resource": "arn:aws:s3:::<YOUR_BUCKET_NAME>/*" 

} 

Your AmazonSSMRoleForInstancesQuickSetup role should now include two 

permissions policies, including the newly added SessionManagerLogPolicy.  

 

Figure 52 - Example of AmazonSSMRoleForInstancesQuickSetup role with new policy 

Test Session Manager capability 

In this section, you test Session Manager capability as the account administrator. Using 

Session Manager, you can access the instance’s console without opening the 

management port to the internet. 

1. In the left navigation pane of the Systems Manager console, choose Session 

Manager. Then, choose Start Session. 

https://console.aws.amazon.com/systems-manager/home
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Figure 53 - Default Session Manager page 

2. On the Start a session page, select the target instance and choose Start 

session. 

 

Figure 54 - List of servers in Start a session menu 

Session Manager will open new browser tab and connect to the instance. 
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Figure 55 - Example of connected remote session to an EC2 

Note: Although the session experience is similar to SSH, the session is 
not using SSH Daemon (sshd). 

With this test, you verified that Session Manager works as expected. This is apparent 

when you see the operating system prompt and you can run commands. In the following 

Test your configuration section, you verify Session Manager functionality again but in a 

scenario where a user accesses it through AWS Single Sign-On. 

Test your configuration 

At this stage, you have completed these steps: 

1. Created separate users and groups with specific permission set in AWS SSO. 

2. Configured AWS Systems Manager and validated Session Manager 

functionality. 

In this section, you test Session Manager functionality from within the AWS SSO user 

portal page. 

Test 1: ProductionAccess group 

For this test, you use the testuser01 login to access the Production EC2 instance 

remotely. 

1. Sign in to your Single-Sign-On user portal with your testuser01 login. 

2. Choose AWS Account, and then choose Management console. 
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Figure 56 - AWS SSO display Management console menu for assigned account 

Single Sign On configures the session and opens the AWS Management 

Console. 

In the top right navigation bar, notice that testuser01 signed in to the console 

as federated user with the name 

AWSReservedSSO_ProductionPermissionSet_. This shows that AWS SSO 

takes care of the user federation with the corresponding Permission Set. 

 

Figure 57 - Federated login information when user access the AWS Console with Production 

Permission Set 

3. In the search bar, type Systems Manager to open the Systems Manager 

console. 

4. In the left navigation pane of the Systems Manager console, choose Session 

Manager, then choose Start Session. 
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Figure 58 - Location of Session Manager menu in the Systems Manager console 

5. On the Start a session page, in the list of Target instances, select prod-

server01 and then choose Start session. 

 

Figure 59 - List of servers in Start a session menu with Production server selected 

The session opens in a new window. 
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Figure 60 - Example of connected remote session to a production EC2 instance 

If you repeat Step 5 and select dev-server01 for the target instance, you will encounter 

the following error.  

 

Figure 75 - Error message when user from ProductionAccess group try to access Development 

server 

This error occurs because testuser01 belongs to the ProductionAccess group with 

ProductionPermissionSet permission set. This user doesn’t have access to 

DeveloperPermissionSet. 

Test 2: DevelopmentAccess group 

1. Sign in to your Single-Sign-On user portal with your testuser02 login. 

2. Choose AWS Account, and then choose Management console. 
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Figure 76 - AWS SSO display Management console menu for assigned account 

In the top right navigation bar, notice that testuser02 signed in to the console as 

federated user with the name AWSReservedSSO_DevelopmentPermissionSet_. This 

shows that AWS SSO takes care of the user federation with the corresponding 

Permission Set. 

 

Figure 61 - Federated login information when user access the AWS Console with Development 

Permission Set 

3. In the search bar, type Systems Manager to open the Systems Manager 

console. 

4. In the left navigation pane of the Systems Manager console, choose Session 

Manager, then choose Start Session. 

5. On the Start a session page, in the list of Target instances, select dev-

server01 and then choose Start session. 
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Figure 62 - List of servers in Start a session menu with Development server selected 

The session opens in a new window. 

 

Figure 63 - Example of connected remote session to a Development EC2 

If you repeat Step 5 and select prod-server01 for the target instance, you will 

encounter the following error.  
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Figure 64 - Error message when user from DevelopmentAccess group try to access Production 

server 

This error occurs because testuser02 belongs to the DevelopmentAccess group with 

DevelopmentPermissionSet permission set. This user doesn’t have access to 

DeveloperPermissionSet. 

Test 3: Validate the logs 

1. In the left navigation pane of the CloudWatch console, choose Logs, then 

choose Log groups. Choose the SessionManagerLogGroup you created in 

the Enable Session Manager logging section.  

The Log streams section lists two logs corresponding to the previous tests. 

 

Figure 651 - Session Manager logs stored in CloudWatch Logs 

Every keystroke and command output are recorded for every session. Choose a Log 

stream to see the log events: 

https://console.aws.amazon.com/cloudwatch/home
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Figure 662 - Example of console output recorded in CloudWatch Logs 

These same logs also stored in the Amazon S3 bucket you created in the 

Enable Session Manager logging section.  

2. Open Amazon S3 console and choose the S3 bucket you specified for this 

walkthrough. The S3 bucket contents lists two logs corresponding to the testing 

activities you performed earlier. 

https://console.aws.amazon.com/s3/home
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Figure 67 - Session Manager logs stored in S3 bucket 

(Optional) Configure Session Manager to manage on-

premises servers 

Note: If you don’t have on-premises servers or don’t have a requirement 
to access on-premises servers remotely via Session Manager, you can 
skip this section. 

AWS Systems Manager can manage on-premises servers running SSM Agent. 

You must complete additional steps to register an on-premises server to be managed 

by AWS Systems Manager. For instructions, see Setting up AWS Systems Manager for 

hybrid environments. 

However, to enable Session Manager functionality (to manage on-premises servers 

remotely), you must use the advanced instances tier during Hybrid Activation. The 

advanced instances tier enables user to register more than 1,000 on-premises servers 

or VMs in a single account and Region; as well as enable Session Manager for on-

premises servers. When you create an activation, you must choose the Change setting 

option to use advanced instances in your account. 

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances-advanced.html
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Figure 68 - Hybrid activation menu 

Note that enabling advanced-instances tier incurs charges. The charge is applied per 

the advanced on-premises instance per hour. You view pricing information for the 

advanced-instances tier on the Systems Manager pricing page. 

When you choose Change setting to allow advanced instance, you are prompted to 

acknowledge advanced instance tier enablement. 

https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances-advanced.html
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Figure 85 - Confirmation pop-up to enable Advance Instance Tier 

After you have completed the steps to register an on-premises server, you can see the 

servers listed in the Systems Manager Managed Instances with the prefix mi-. 

To allow SSO users access all on-premises servers, make the following changes: 

1. Assign the same tags to the on-premises server as shown in Table 1 - EC2 

Required Tags. Use the project tag with possible values of Development and 

Production. 

 

Figure 69 - On-premises server also has both project tags 
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2. Modify the AWS SSO Permission Set (for both ProductionPermissionSet and 

DevelopmentPermissionSet) to add extra permissions. These custom policies 

add a new resource ARN arn:aws:ssm:*:*:managed-instance/*. The on-

premises server didn’t use EC2 ARN format but uses Systems Manager ARN 

format. 

See the following code snippets for the custom policies 

Custom Permission Policy for ProductionPermissionSet: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:GetServiceSetting" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Deny", 

            "Action": [ 

                "ssm:ResetServiceSetting", 

                "ssm:UpdateServiceSetting" 

            ], 

            "Resource": "*" 

        },                 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:DescribeSessions", 

                "ssm:DescribeInstanceProperties", 

                "ec2:DescribeInstances", 

                "ssm:GetConnectionStatus" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:StartSession" 

            ], 

            "Resource": [ 

                "arn:aws:ec2:*:*:instance/*", 

                "arn:aws:ssm:*:*:managed-instance/*" 

            ], 

            "Condition": { 

                "StringLike": { 

                    "ssm:resourceTag/project": [ 

                        "Production" 

                    ] 
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                } 

            } 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:TerminateSession" 

            ], 

            "Resource": [ 

                "arn:aws:ssm:*:*:session/${aws:username}-*" 

            ] 

        } 

    ] 

} 

Custom Permission Policy for DevelopmentPermissionSet: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:GetServiceSetting" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Deny", 

            "Action": [ 

                "ssm:ResetServiceSetting", 

                "ssm:UpdateServiceSetting" 

            ], 

            "Resource": "*" 

        },                 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:DescribeSessions", 

                "ssm:DescribeInstanceProperties", 

                "ec2:DescribeInstances", 

                "ssm:GetConnectionStatus" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:StartSession" 

            ], 

            "Resource": [ 

                "arn:aws:ec2:*:*:instance/*", 

                "arn:aws:ssm:*:*:managed-instance/*" 

            ], 

            "Condition": { 

                "StringLike": { 
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                    "ssm:resourceTag/project": [ 

                        "Development" 

                    ] 

                } 

            } 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "ssm:TerminateSession" 

            ], 

            "Resource": [ 

                "arn:aws:ssm:*:*:session/${aws:username}-*" 

            ] 

        } 

    ] 

} 

3. Allow ssm:GetServiceSetting action so that user can check the managed 

instances status especially to let the user able to query Parameter Store 

/ssm/managed-instance/activation-tier. See the following code for the 

custom policy. 

  { 

      "Effect": "Allow", 

      "Action": [ 

          "ssm:GetServiceSetting" 

      ], 

      "Resource": "*" 

  }, 

  { 

      "Effect": "Deny", 

      "Action": [ 

          "ssm:ResetServiceSetting", 

          "ssm:UpdateServiceSetting" 

      ], 

      "Resource": "*" 

  },  

Make sure you reapply the permission set to see the new policy applied. For steps, see 

Grant access to AWS account. 

Clean up 

It is a best practice to clean up your resources to avoid incurring further charges to your 

account. To avoid unnecessary charges, clean up the following resources: 

• Terminate your test EC2 instances. For steps, see Terminating instances. 

• Remove the AWS account assignment in the AWS SSO console. See Remove 

user access section for detail steps. 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/useraccess.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/useraccess.html
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• Remove both test users and the groups. To remove user, open AWS SSO 

console, choose Users, tick on the user and choose Delete users. To remove 

group, open AWS SSO console, choose Groups, tick on the group and choose 

Delete groups. 

Conclusion 

The steps in this guide walked you through securely limiting remote access sessions 

using AWS Systems Manager and AWS Single Sign-On with multi-factor authentication 

(MFA). 

As a follow-up, you can try to apply the same approach to serve your organization’s 

needs. For example, set up additional permission sets for additional user groups or add 

more permissions to allow users to access other AWS services. 
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Additional Resources 

For additional information, see: 

• AWS Systems Manager User Guide 

• AWS Systems Manager Session Manager 

• AWS Single Sign-On User Guide 

https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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